Abstract-This paper presents a systematic design methodology for fuzzy observer-based secure communications of chaotic systems with guaranteed robust performance. The Takagi-Sugeno fuzzy models are given to exactly represent chaotic systems. Then, the general fuzzy model of many well-known chaotic systems is constructed with only one premise variable in fuzzy rules and the same premise variable in the system output. Based on this general model, the fuzzy observer of chaotic system is straightforwardly given and leads the stability condition to a linear-matrix inequality (LMI) problem. When taking the fuzzy observer-based design to applications on secure communications, the robust performance is presented by simultaneously considering the effects of parameter mismatch and external disturbances. Then, the error of the recovered message is stated in an criterion. In addition, if the communication system is free of external disturbances, the asymptotical recovering of the message is obtained in the same framework. The main results also hold for applications on chaotic synchronization. Numerical simulations illustrate that this proposed scheme yields robust performance.
I. INTRODUCTION

I
N LIGHT of being broad-spectrum and noise-like, chaotic signals are particularly suitable for secure communications. In the pioneering works of [1] and [2] , transmitting messages masked by chaotic signals or modulated by chaotic systems were studied as a form of secure communications. The idea of chaotic masking [1] is to directly add the message in a noise-like chaotic signal at the transmitter, while chaotic modulation [2] - [5] is by injecting the message into a chaotic system as spread-spectrum transmission. Then a coherent detector and some signal processing is thus employed to recover the message from the received signal at the receiver. Most approaches, either by control or observer based [6] - [9] , have been developed as an application for chaotic synchronization. In a more systematic design, the control and synchronization of chaotic systems using the Takagi-Sugeno (T-S) fuzzy modeling [10] and their stability analysis have been investigated extensively [11] - [15] . In [12] , the synchronization and model following control for chaotic systems are realized via exact linearization (EL) techniques and by solving linear-matrix inequalities (LMIs) problems [16] . However, the scheme is no longer suitable to The authors are with the Department of Electrical Engineering, Chung-Yuan Christian University, Chung-Li 32023, Taiwan (e-mail: lian@dec.ee. cycu. edu.tw).
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secure communication due to the effects of signal masking and modulation. Recently, the authors [15] have given analysis without EL conditions to a better performing synchronization and secure communications of chaotic systems via LMIs and fuzzy model-based design.
Much research [17] , [18] on controller and observer design for nonlinear systems are carried out based on T-S fuzzy models. The benefit of using a fuzzy model-based design is a straightforward manner to achieve the desired objective by using the parallel distributed compensation concept. Then the stability conditions are related to finding a common symmetric positive definite matrix from solving LMI problems. In recent years, fuzzy systems with guaranteed performances and robustness have been proposed using a quadratic Lyapunov function analysis. Thus optimization problems are stated to provide requirements in LMIs. For continuous-time fuzzy systems (CFS), the synthesis fuzzy controller and observer with desired performances and robustness are studied in [19] and [20] . For discrete-time fuzzy systems (DFS), similar researches of fuzzy control systems can be found in [21] and [22] . Now, the robustness of the fuzzy observer for CFS and DFS will be shown in an LMI manner in this paper.
Chaotic systems are first represented by T-S fuzzy models in this paper. It is shown that many well-known chaotic systems can be exactly represented by T-S fuzzy models with only one premise variable in fuzzy rules. In addition, these fuzzy models have the same premise variable and system output. Based on the general fuzzy model, the fuzzy observer of chaotic systems is related to LMI design problems. In the same framework, a robust observer is taken as an application to secure communications of chaotic systems. The parameter mismatch and external disturbances in a communication system are simultaneously presented, then the receiver gains are designed such that the error of the recovering message exhibits an -type robust performance. Furthermore, the design gains for CFS and DFS can be found by using LMI techniques. When the communication system is free of external disturbances, the recovered message asymptotically converges to its true value. The main results also hold to applications on chaotic synchronization.
The rest of this paper is organized as follows. In Section II, we establish T-S fuzzy models that can exactly represent chaotic systems. In Section III, we construct the fuzzy observer of chaotic systems and derive the conditions via LMIs for CFS and DFS. In Section IV, a robust fuzzy observer is given as an application on secure communications of chaotic systems in an criterion. Some numerical examples are also illustrated and shown. Finally, some conclusions are made in Section V.
II. FUZZY REPRESENTATION OF CHAOTIC SYSTEMS
In a fuzzy observer design, chaotic systems should first be exactly represented by T-S fuzzy models. Consider general chaotic systems as follows: (1) where is the state vector; denotes and in continuous-time and discrete-time systems, respectively; is the system's output; and are nonlinear functions with appropriate dimensions. A fuzzy representation of (1) is composed of the following rules:
Plant Rule is and and is (2) where are the premise variables which consists of states of the system; are fuzzy sets; is the number of fuzzy rules; and are system and output matrices with appropriate dimensions; and denotes the constant bias term, which is generated by the exact fuzzy modeling procedure.
Using the singleton fuzzifier, product fuzzy inference and weighted average defuzzifier, the final output of the fuzzy system is inferred as follows:
where , and with . Note that for all , where for . Focus on (1) and (2), if we appropriately specify the fuzzy membership functions in premise parts and associated entries of matrices , , and in the consequence parts, the chaotic system can be represented by a T-S fuzzy model. From the investigation of a large class of continuous-time and discrete-time chaotic systems, we found that nonlinear terms have a common variable or depend only on one variable. If we take this as the premise variable of fuzzy rules, a simple fuzzy dynamic model can be obtained and will exactly represent the chaotic systems in the region of interest. The following chaotic systems in T-S fuzzy models are considered in this paper:
Lorenz's equation:
The premise variable of the fuzzy rules is set , which satisfies with . Then, in this range, we derive the fuzzy dynamic model which exactly represents the Lorenz's equation as follows:
Rule is where ; the fuzzy sets are chosen as , and ; and system matrices as (4) , and .
Chua's Circuit:
with , where , , and . Let as the premise variable of fuzzy rules, and define a function as .
Then, the fuzzy dynamic model which exactly represents the Chua's circuit has:
, , , and the fuzzy sets are and with .
Henon map:
The premise variable of the fuzzy rules is , which satisfies with . The following equivalent fuzzy dynamic model can be constructed as Rule is where ; the fuzzy sets are and ;
and .
Lozi map:
Let us choose as the premise variable of fuzzy rules and define . Then the equivalent fuzzy dynamic model can be constructed with and , and the fuzzy sets are selected as , with . Many well-known continuous and discrete chaotic systems can be exactly represented by T-S fuzzy models. It is worthy to note that these fuzzy representations have the common output matrix , also the same premise variable and system's output. Then the general form of T-S fuzzy models for chaotic systems can be written as follows:
Rule is (8) in which each rule has only one premise variable. The following observer and its application on secure communications of chaotic systems will be proposed based on the fuzzy dynamic model (8) .
III. FUZZY OBSERVER OF CHAOTIC SYSTEMS
Consider a chaotic system described by its T-S fuzzy model in (8) , and assume is a detectable pair for each local linear model. Then a fuzzy observer is derived to estimate the state from system's output. For simplicity, we let the premise variable of observer rules same as the fuzzy models. Accordingly, a fuzzy observer is given consisting of rules:
Observer Rule is (9) where is an observer gain determined later. The overall observer is inferred in the following: where with . Define error signal . According to the inferred results of (8) and (9), the error dynamics of is expressed as (10) with Now, the stability conditions for (10) are addressed here. Proposition 1-CFS: Consider the continuous-time chaotic system described in (8) and its corresponding observer (9) . If there exist a common positive definite matrix and gains , for , such that the following LMIs, with , for all (11) have feasible solutions, the error asymptotically converges to zero as . Proof: Define the Lyapunov function candidate as with , then the time derivative of along the error dynamics (10) is
If
, then . Also, substituting the expression of into , and denoting , the stability conditions (11) are obtained in LMIs. Therefore, if (11) has feasible solutions, the overall system has . Proposition 2-DFS: Consider the discrete-time chaotic system described in (8) and its corresponding observer (9) . If there exist a common positive definite matrix and gains , for , such that the following LMIs, with , for all (12) have feasible solutions. Then the error asymptotically converges to zero as . . Therefore, the estimation error asymptotically converges to zero as . If the LMI problems have feasible solutions, the gain can be determined by and a common can be found such that stability is ensured. Moreover, the asymptotical estimation is guaranteed in semiglobal convergence, which depends on the prescribed region of exact fuzzy representation.
IV. ROBUST FUZZY CHAOTIC COMMUNICATIONS
In this section, a robust fuzzy observer is taken as an application to secure communications. In practical communications, the transmitter-receiver pair system may face an unknown environment. Therefore, assume the communication system has a parameter mismatch that is exactly known. Inspired by previous works of modulated chaotic communications [3] - [5] , the modulated chaotic transmitter with external disturbances are considered and described by fuzzy rules Transmitter Rule is (13) where the message is modulated into the chaotic system via vector designed later; the transmitted signal is embedded with the message ; is an unknown external disturbance with an upper bound; and denotes the disturbance injection matrix. The final output of the fuzzy chaotic transmitter is inferred as (14) (15) where with . According to the fuzzy observer of chaotic systems proposed in Section III, the fuzzy receiver is designed in the form Receiver Rule is (16) where system matrix of receiver which is assumed to be different from the transmitter, i.e., ; input to compensate the effects of parameter mismatch; matrix with appropriate dimensions. The parallel distributed compensation (PDC) [17] was successfully employed to stabilize a fuzzy system. Here, we will apply PDC to compensate the parameter mismatch. The fuzzy compensator is thus designed by sharing the same premise parts of fuzzy rules of receiver and using linear state feedback laws in the consequent parts of fuzzy rules, that is
PDC Rule is
This leads to the synthesis of the receiver as
Therefore the extracted message is obtained by . Define and apply (14) and (17), then the following equation can be obtained: (19) where The error of the recovered message can be expressed as the stability conditions of the system are reduced as same as Propositions 1 and 2 for CFS and DFS, respectively. Thus, if , the errors and are uniformly bounded according to Lyapunov's direct method.
It is noted that (20) can be realized by the following method. If is nonsingular, the feedback gain is determined by , due to the same premise variable and . This assumption on is acceptable since it is not dependent on the model of the drive system. If given is a nonsquare matrix, we convert (20) to find a positive definite matrix and a small constant such that and (22) By premultiplying and postmultiplying above inequality by , we have that if all elements in are near zero, then (20) is achieved. Furthermore, (22) can be equivalently expressed as an LMI [12] subject to (23) to find gains for . The error system with the gain can be also designed to guarantee the desired performance for (21) . By LMIs technique, the robust performances of chaotic communications are stated as follows:
Theorem 2-CFS: Consider the communication systems (13) and (16) Moreover, the error of recovered message is ultimately bounded by , for some .
Proof: The condition (20) can be equivalently converted to minimize in (25), i.e., let , in (23). Given a Lyapunov function candidate with a matrix satisfying (24), the time derivative of is yielded as (27) Therefore, the performance as (26) is obtained by integrating both sides of (27). This means that the effect of disturbance is attenuated to a prescribed level . From the fact that the Lyapunov function satisfies (27) and , for , the error trajectory of is shaped by where . Accordingly, the error is uniformly ultimately bounded. The error of the recovered message is also within a uniform ultimate bound, that is for Theorem 3-DFS: Consider the communication systems (13) and (16) Moreover, the error of recovered message is ultimately bounded by , for some . Proof: Similar as the proof of Theorem 2, the overall error dynamics for DFS can be represented as (21) In the above derivation, the fact is applied that the matrix inequality is equivalent to an LMI By using expressions of and , and denoting , the above LMI succeeds by (28). Thus, the performance is obtained as (30) by summing both sides of (31). The external disturbance is attenuated to a prescribed level . According to (31) and with some , the error trajectory of is shaped by where . Due to , the error is thus uniformly ultimately bounded, in turn, the error of recovered message is with a uniform ultimate bound as follows: for . It is worthy to note that when the embedded message is set as zero, the system design can be regarded as a synchronization problem of chaotic systems. The results can provide with performance of (26) and (30) for CFS and DFS, respectively. These criteria are required for synchronization applications. However, these conditions seem strict for some secure communications applying chaotic systems. In secure communications, the focus is to minimize the external disturbance to message error ratio. Thus, to be more feasible for the purpose, the robust performance can be further relaxed into minimizing by designing observer gain . This is equivalent to minimizing . Then an optimal disturbance rejection is expressed by the following LMI design problems.
Secure The satisfactory performance is guaranteed in an -gain manner.
Example 1: For CFS, the Lorenz's equation and Chua's circuit will be applied to secure communications. Let the message is a square wave with the amplitude as 0.01 and frequency as 1 Hz. Assume that the fuzzy transmitter (13) has an external disturbance with zero mean, uniform distribution, and magnitude of 0.1. When the fuzzy receiver (16) is activated (connected) at , the robust performance is shown. For Lorenz's equation ( 
V. CONCLUSION
In this paper, an LMI-based fuzzy observer for chaotic systems and its application to communications with robust performance are proposed. The general fuzzy models of chaotic systems were found to accomplish the design. It was shown that the general fuzzy model of many well-known chaotic systems have the same premise variable in fuzzy rules and system output. This leads to a unified way to design a fuzzy observer with guaranteed stability in the form of LMIs. When extended to application of chaotic communications, the parameter mismatch can be compensated by PDC and the effects of disturbances are attenuated to a prescribed level. The performance is expressed to be -gain from disturbances to recovered message errors. In addition, if the transmitter is free of disturbances, the recovered message will asymptotically converge to its true value. Simulation results have been illustrated and shown that the fuzzy observer-based communications have the robust capability for both continuous and discrete chaotic systems.
